Recently, vehicular ad hoc networks (VANETs) embark a great deal of attention in the area of wireless and communication technology and are becoming one of the prominent research areas in the intelligent transportation system (ITS) because they provide safety and precautionary measures to the drivers and passengers, respectively. VANETs are quite di erent from the mobile ad hoc networks (MANETs) in terms of characteristics, challenges, system architecture, and their application. In this paper, we summarize the recent state-of-the-art methods of VANETs by discussing their architecture, security, and challenges. Secondly, we discuss the detailed analysis of security schemes and the possible measures to provide secure communication in VANETs. en, we comprehensively cover the authentication schemes, which is able to protect the vehicular network from malicious nodes and fake messages. us, it provides security in VANETs. irdly, we cover the mobility and network simulators, as well as other simulation tools, followed by the performance of authentication schemes. Finally, we discuss the comfort and safety applications of VANETs. In sum, this paper comprehensively covers the entire VANETsystem and its applications by lling the gaps of existing surveys and incorporating the latest trends in VANETs.
Introduction
In today's digital world, intelligent transportation system (ITS) plays a very important role in making the life of the citizens easy in every facet. ITS aims to achieve higher tra c e ciency by minimizing tra c problems and controlling unpleasant events. e ITS o ers pervasive and robust services in terms of providing road and tra c safeties, reducing tra c congestion and improving tra c ow, and providing entertainment services on the vehicles, etc. [1] . e automotive industry realizes the need of the vehicle to be connected with the IT system; for example, communication between the vehicles increases the tra c safety and optimizes the tra c ow [2] .
is is performed to meet the demands and broaden the recognition event of vehicles, which cannot be possible by sensors [2] . Tra c ow parameters, driver behavior, and driving conditions can be detected and shared with vehicles within their vicinity. To share this information and increase the e cient communication between vehicles, vehicular ad hoc networks (VANETs) have been introduced [3] . e aim of the ITS is to provide tra c safety and enhance tra c ow. VANET is a type of MANET with road routes, which depends on registration mechanism, roadside units (RSUs), and onboard units (OBUs) [4] . e OBUs are the radios that are installed in every vehicle as a transmitter to communicate with each vehicle, while RSUs are installed along the street with network devices. RSUs are used to communicate with the infrastructure and contain the network devices for dedicated short-range communication (DSRC) [5] . VANETs are classi ed into two categories: vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communications [6] . e main responsibility of VANETs is to produce e ective communication; basically, the nodes require speci c features to acquire information, to communicate with the neighbors, and then to take decisions based on all information collected by using sensors, cameras, global positioning system (GPS) receivers, and omnidirectional antennas [7] .
Recently, VANETs are gaining a lot of attention in wireless and mobile communication technology. ey are one of the robust schemes to implementing the intelligent transportation system (ITS). VANETs and MANETs are quite different from each other in terms of high node mobility, network architecture, and unreliable channel, as well as time deadline, less reliability, driving condition, and network fragmentation [8] [9] [10] . e unique features in VANETs such as high mobility and volatility have made them weaker to the internal and external network attacks [11] . ese attacks create difficulty in designing secure VANETs in terms of security, privacy, and trust [11] . In recent years, a key management scheme has received a great attention due to its characteristics and reliability in providing a secure channel in fog computing. is scheme can be used in VANETs to form a fog system in terms of RSUs such as edge routers and intelligent traffic light [12] .
VANETs face many security challenges and issues related to authentication and privacy [13] [14] [15] [16] [17] . In addition to these, untrustworthy vehicles raise many security and communication issues in VANETs [18] . In VANETs, the entire communication is in open access environment, which makes VANETs are more vulnerable to the attacks. us, the attacker can modify, intercept, inject, and delete the messages in VANETs. For example, the attacker can get access to the traffic messages, which are used to guide the vehicles on the road. e attacker may alter these messages and may spread false information on the road, which causes traffic congestions, traffic incidents, accidents, hazards, etc.
In order to effectively apply VANETs in wireless communication technology, security and privacy issues must be handled efficiently by introducing sophisticated algorithms to tackle all kinds of threats and attacks. To address these issues, several research studies have been proposed in terms of authentication and privacy schemes for the VANET system. Several methods utilized public key infrastructure (PKI) schemes to authenticate vehicles, which contain the digital signature of the certification authority (CA) and vehicles' public keys. us, the vehicles and RSUs require a large amount of computational time and memory to process and verify these certificates [2, 19] . ese schemes create more robust solutions by verifying signatures of each vehicle. However, it creates two problems [16] . Firstly, as OBUs contain less power, they may not be able to verify all the signatures in short time. Secondly, each message contains signatures and certificates, which may increase the packet size and then subsequently increase the transmission overhead.
Many researchers have proposed different methods to develop a secure network for the VANETs. Recently, several surveys related to VANETs have been published, which covered the detailed overview and mechanism of VANETs such as characteristics, security, privacy, attacks, and threats, but still they lack some features and there are shortcomings in these surveys. Al-Sultan et al. [20] launched a survey which detailed the overview of VANET architecture, protocols, simulation, and its applications.
In 2014, Sharef et al. [21] presented a survey for the routing characteristics and challenges in the VANETs that may be considered in designing the routing protocol for VANETs. Engoulou et al. [11] conducted a survey in 2014 on security issues and challenges of VANETs and also discussed their security requirement and applications, but did not cover many aspects for security in VANETs. Recently, many simulations and experimental tools have been developed in the 2015 survey article by Qu et al. [14] , and in 2016, Azees et al. [22] indicated the privacy and security issues of VANETs. Hasrouny et al. [4] discussed the VANET security, challenges, reasons, and their solution by presenting the most recent security architecture with VANET routing protocols; this intense survey is limited to 2017. Lu et al. [23] conducted a survey in 2018 in which they comprehensively discussed the architecture, security, privacy, and trust management system in VANETs. Furthermore, they also discussed the network simulators and integrated simulators, with less coverage on privacy and security in VANETs. Sharma and Kaul [24] presented a survey on the intrusion detection system (IDS) and security mechanism in a vehicular network such as VANETs and VANET cloud, which are used in handling the security threats. is survey discussed the challenging issues for using the IDS in VANETs. Boualouache et al. [25] launched a survey on pseudonym changing strategies for VANETs. is survey discussed and compared these strategies based on some relevant criteria and also identified open issues. Ali et al. [26] presented a survey on the authentication and privacy schemes for VANETs by classifying and discussing their modeling, requirements, and attacks and by describing performance parameters. ey also discussed some open issues for VANET security services.
In recent years, different surveys on VANETs have been proposed relating to security and privacy schemes [23, 26] . ese surveys covered most aspects of VANETs, but with limited coverage on VANET security services along with the recent state-of-the-art methods. However, there is a great need of a comprehensive survey that analyzes the VANET security and privacy issues from different perspectives and fills the gap of the above surveys. To accomplish this task, this paper presented a comprehensive review to understand various VANET security threats and attacks. Also, our survey is different from the existing surveys in terms of covering VANET security services and authentication schemes. For better understanding for the readers of different research background, firstly, we have discussed the recent state-of-theart methods that indicate the existing issues of VANET security and their solutions. Secondly, we presented each security service of VANETs in terms of attacks and threats along with the recent state-of-the-art methods, whereas the above surveys only covered limited security threats and attacks. Furthermore, we have comprehensively covered the authentication schemes in detail, while most of the surveys did not cover the authentication schemes thoroughly.
irdly, the latest simulation tools and applications are discussed, followed by the performance of authentication schemes, while most of the surveys did not discuss the simulation tools and their utilization on authentication schemes and applications. Finally, we have identified various security challenges that researchers may face while conducting a research and also indicate the possible solutions to deal with these issues along with the future research direction. It enables researchers to apply VANETs technology efficiently as the popularity of vehicle-to-everything (V2X), cellular vehicle-to-everything (C-V2X), and long-term evolution-vehicle (LTE-V) communications are gaining rapidly due to sharing valuable traffic-related information among vehicles with higher efficiency. e rest of this survey paper is structured as follows. We have explained the overview of VANETs in Section 2. Section 3 presents the security and challenges. Section 4 presents the attacks and threats on the security services. Section 5 discusses the recent state-of-the-art methods on the security services.
en, the comprehensive explanation of privacy preservation authentication is presented in Section 6. Simulation tools and applications of the VANETs are discussed in Sections 7 and 8, respectively. Finally, Section 9 concludes the review.
Basic Overview of VANETs
Since from 1980, VANETs which are ad hoc network infrastructures grow abruptly, in which vehicles are connected through wireless communication [27] . Recently, VANETs are used in enhancing traffic safety, improving traffic flow, and reducing traffic congestion and driver guidance [28] . e basic model diagram of VANETs which shows the vehicles' communication can be distinguished into V2V and V2I communication, road side units (RSUs), and onboard units (OBUs). Firstly, we will discuss these parameters and then explain the unique characteristics and advantages of using VANETs over MANETs in terms of network topology, bandwidth, reliability, etc. As we discussed above, the VANETs consist of three components such as OBUs, RSUs, and trusted authority (TA); these parameters are discussed below.
VANET Architecture. Generally, the communication between vehicles and RSUs is done via wireless technology called as wireless access in vehicular environment (WAVE).
e WAVE architecture describes the exchange of security messages [1] , and the WAVE communication ensures the safety of passengers by updating vehicle information and traffic flow.
is application ensures the pedestrian and driver safety and also improves the traffic flow and efficiency of the traffic management system. e VANETs comprise several units such as OBUs, RSUs, and TA. Specifically, the RSU typically hosts an application that is used to communicate with other network devices, and the OBU is mounted on each vehicle to collect the vehicle useful information such as speed, acceleration, and fuel. en, these data are forwarded to the nearby vehicles through wireless network. All RSUs interconnected with each other are also connected to TA via wired network. Additionally, TA is the head among all components, which is responsible for maintaining the VANETs [22] .
Roadside Unit (RSU).
e roadside unit is a computing device which is fixed alongside of the road or in specified location such as parking area or at the intersection [20] ; it is used to provide local connectivity to the passing vehicles. e RSU consists of network devices for dedicated short-range communication (DSRC) based on IEEE 802.11p radio technology. Specifically, RSUs can also be used to communicate with other network devices within the other infrastructure networks [20] .
Onboard Unit (OBU)
. OBU is a GPS-based tracking device which is usually equipped in every vehicle to share vehicle information to RSUs and other OBUs. OBU consists of many electronic components such as resource command processor (RCP), sensor devices, user interface, and read/ write storage for retrieving storage information. e main function of OBU is to connect with RSU or other OBUs through wireless link of IEEE 802.11p [29] and is responsible for communication with other OBUs or RSUs in the form of messages. Moreover, OBU takes input power from the car battery, and each vehicle consists of sensor type global positioning system (GPS), event data recorder (EDR), and forward and backward sensors which are used to provide input to OBU [22] .
Trusted Authority (TA).
Trusted authority is responsible for managing the entire VANET system such as registering the RSUs, OBUs, and the vehicle users. Moreover, it has the responsibility to ensure the security management of VANETs by verifying the vehicle authentication, user ID, and OBU ID in order to avoid harm to any vehicle. e TA utilizes high amount of power with large memory size and also can reveal OBU ID and details in case of any malicious message or suspicious beha2vior [30] . In addition to these, TA has the mechanism to identify the attackers as well.
Communication Methods in VANETs.
ITS is consistently focusing on providing secure communication to improve the traffic flow and road safety and also overcoming the traffic congestion by utilizing different networking techniques such as MANETs and VANETs.
V2X communications play an important role in the ITS to improve the traffic efficiency, traffic safety, and driving experiences by providing real-time and highly reliable information such as collision warning, road bottlenecks information, traffic congestion warning, emergency situations, and other transportation services [31] . V2X communication can exchange the information between V2V, V2I, and vehicle to pedestrians (V2P) as shown in Figure 1 .
In V2V communication, transmission medium is characterized by high transmission rate and short latency [4] . In V2V, a vehicle can broadcast useful information such as emergency braking, collision detection, and traffic conditions among each other. V2I is used to transmit useful information between vehicles and network infrastructures. In this domain, the vehicle developed a connection with RSUs to exchange information with other networks such as the Internet. Furthermore, due to communication with the infrastructure, V2I requires large bandwidth than V2V but less vulnerable to attacks [32] .
Recently, C-V2X technology was introduced; it is a unified connectivity platform which aims to support V2X communications [33] . C-V2X is developed within the thirdgeneration partnership project (3GPP) and regarded as the robust communication technology that can accomplish the V2X communications [34] . It connects each vehicle and enables the cooperative intelligent transport systems (C-ITS) that reduce the traffic congestion and enhance the traffic efficiency [35] .
In the year 2016, 3GPP released its first version to support V2X communications, and the standards are referred to as LTE-V, long-term evolution (LTE), and C-V2X [36] . LTE possess robust benefits in V2I communication because of its high data rate, large coverage, and penetration rate [37] . However, in V2V communication, LTE faces many challenging issues due to lack of its centralized structure and limited services to support V2V communication [37] . VANET communications are further classified into four categories [38] which are shown below.
Warning Propagation Message.
If there is any crucial situation, the message is required to send to a specific vehicle or to a group of vehicles. For example, if there is any accident or collision, then the warning message should be sent to the vehicles which are on the way to avoid traffic jams, which increases the traffic safety. To deal with this issue, a new routing algorithm is required, which can be used to send the warning messages to the destination [38] .
V2V Group Communication.
In V2V communication domain, only vehicles which are sharing some of the same features can take part in this communication [38] , such as vehicles with the same brand or vehicles sharing same location in the time interval.
Vehicle Beaconing.
is technique periodically sends the beacon messages to all vehicles which are nearby and RSUs. ese messages contain the speed, velocity, and acceleration of the sending vehicle.
Infrastructure to Vehicle Warning.
To improve the traffic flow and road safety, warning messages are broadcasted from the infrastructure via RSUs to all vehicles within its vicinity when possible accident or collision is detected, especially in the curve route, intersections, or with narrow road.
VANET Standards.
e communication protocol of VANET standards provides the comprehensive requirements to how to implement this policy. e VANET standardization affects all layers of the open system interconnection (OSI) model which is used as a communication tool and includes all necessary features of all the layers [39] . e dedicated short-range (DSRC) communication, wireless access in vehicular environment (WAVE), and IEEE 802.11p are used to designate the full standard of communication protocol to deal with VANETs.
Dedicated Short-Range Communication (DSRC).
DSRC is a wireless communication technology tool which permits vehicles to communicate with each other in ITS or other infrastructure networks such as V2V and V2I to enhance and develop the standardization of frequencies which allow VANETs to work [39] . In the year 1999, the Federal Communications Commission (FCC) allocated the band from 5.850 to 5.925 GHz, with a spectrum of 75 MHz for DSRC [40, 41] . As shown in Figure 2 , the spectrum of 75 MHz DSRC is sectioned into seven channels, which start from Ch 172 to Ch 184. e Ch 178 is the control channel which can support the safety power applications [41] , and the other six channels such as 172, 174, 176, 180, 182, and 184 are the service channel (SCH). e Ch 172 and Ch 184 are used for high power public safety messages [41] , while the other channels can be used to send both safety and nonsafety messages.
Wireless Access in Vehicular Environment (WAVE).
WAVE is the latest release of ITS standards from IEEE published materials [42] . e WAVE IEEE 1609 describes architecture, mechanism, sets of protocols, and interface which are used to develop the communications with V2V and V2I (see Figure 3 ) [ and storage is also a challenging issue because the processing of a large amount of information exchange between vehicles and infrastructures is very ordinary. (iv) Time Critical. e exchanged information in VANETs must be reached the nodes within a specific time limit, so that decision can be made and further action can be taken immediately.
(v) Limitation of Transmission Power. e transmission power is very constrained in the wireless access of vehicular environment (WAVE) which ranges from 0 to 28.8 dBm and is limited to the distance up to 1 km. us, the limited power transmission resulted in limited coverage distance of VANETs [39, 44] . (vi) Volatility. In VANETs, the connections between vehicles may be lost or remain active within a few wireless hops [23] . us, it makes difficult to ensure personal security in VANETs.
VANET Security and Challenges
Recently, MANETs introduce a new security concern, which is considered as an important issue for the researcher to deal with the safety purpose such as less number of central points, mobility, insufficient wireless connectivity, and driver issue [45] . VANET security ensures that the transferred messages are not injected or altered by the attackers. Additionally, the driver is responsible for informing the traffic conditions accurately within the limited time frame. VANETs are more sensitive to the attacks because of its distinctive characteristics. Specifically, security challenges should be addressed properly; otherwise, it will create many constraints for secure communication in VANETs [4] .
Wireless Communications and Mobile Computing
In VANET security, it is necessary to mention the requirements that the system should be in line with the appropriate network operation. Inability to fulfill these requirements may lead to be a possible threat or attacks in VANETs. e main security requirements are categorized into five main domains such as availability, confidentiality, authenticity, data integrity, and nonrepudiation [2, 46] . Figure 4 shows the security services and their threats and attacks, which will be discussed in the following sections.
Availability.
Availability is the most important part of security services which required attention because it is directly associated with all the safety applications. e main responsibility of availability is to manage functionality, and its security must ensure that the network and other applications must remain functional in case of faulty or malicious conditions [47] . If more dangerous attacks happen in VANETs, then availability is more than any other security aspect [48] .
Confidentiality.
Based on certificates and shared public keys, confidentiality ensures that the designated receiver has access to the data while outside nodes may not be able to get access to that data until the confidential data were received by the designated user.
Authentication. Authentication plays a vital role in
VANETs. It prevents the VANETs against suspected entities in the network. It is important to have the related information of transmission mode such as user identification and sender address. Authentication has the right to control the authorization level of vehicles, and it can also prevent from Sybil attacks by assigning individual identity to each vehicle [11] .
Data Integrity.
It ensures that the message content is not altered during the communication process. Specifically, in VANETs, it can be ensured by using the public key infrastructure and cryptography revocation process [48] .
Nonrepudiation.
It ensures that, in case of dispute, the sender and the receiver of the message do not refuse to engage in transmission and reception [49, 50] .
Security Attacks and Threats in VANETs
In this section, we will discuss the attacks and threats on each security service.
Attack on Availability.
Availability of information is a very important part of the VANET system, in case of lack of availability feature that may lead to reduction in the efficiency of VANETs [50] . In this section, we will explain the threats and attacks in VANETs.
(i) Denial-of-Service (DOS) Attacks. DOS is one of the common attacks in VANETs, which is caused by the internal or external vehicles performed the attacks in VANETs [13] . e attacker jams the communication between vehicles and effectively blocks all possible ways of action. is attack can be performed by many attackers concurrently in a distributed way, called as distributed denial of service (DDoS) [51] . (ii) Jamming Attack. In this attack, the attacker disturbs the communication channel in VANETs by using a heavily powered signal with equivalent frequency [52] . is is the most dangerous attack for safety application because it did not follow the valid safety alert. For any successful jamming attack, the jammer can jam the useful signal within the same time of the occurrence of an event by performing an action. (iii) Malware Attack. e attack can be penetrated into the VANET system through the software [43, 53] . If the malware attack is occurred in VANETs, malfunction of the other components of the VANET system will occur.
(iv) Broadcast Tampering Attack. In this attack, untrustworthy vehicles can replicate the same messages by modifying the message or generate and insert a new message in the VANETs while behaving as a transmit node for intervehicle communication [48] . erefore, this may lead to hiding of the correct safety messages to dedicated users, which may be the reason for dangerous accidents.
(v) Blackhole Attack. is is the main attack which targets availability in the ad hoc network and also exists in VANETs. is attack is usually caused by a registered VANET user. e suspected node receives the packets from the network, but it declines to contribute to the networking operation. is may disrupt the routing table and prevent the important message to the recipients due to the malicious node, which pretends to contribute to the nonpractical event [1, 13, 53] .
(vi) Grayhole Attack. It is the variant of blackhole attack, and it occurs when untrustworthy vehicles select some of the data packets to forward and drop the others packet without being tracked [48] . (vii) Greedy Behavior Attack. is attack is normally on the functionality of message authentication code (MAC), when the malicious vehicle misuses the MAC protocol to increase the large amount of bandwidth which cost to other users. is resulted in overload traffic and caused collision on the transmission channel, which can produce delay in the legitimate services of the registered user [54] .
(viii) Spamming Attack. In this attack, numerous amount of spam messages were injected by the attacker such as advertisement in the VANET system, which cause collision by utilizing more bandwidth [13, 43] .
Attack on Confidentiality in VANETs.
Confidentiality guarantees can be encrypted by using the certificates and by sharing the public keys to all exchange messages, and only designated vehicle can get the access. erefore, the vehicle which is outside the nodes cannot understand private and confidential information among the vehicles. Confidentiality is guaranteed through the cryptographic solutions. In this section, we will discuss the common threats on confidentiality, which are discussed below:
(i) Eavesdropping Attack. Eavesdropping is very common in wireless communication technology, such as MANETs and VANETs. e aim of this attack is to get the confidential information from the protected data. erefore, by this attack, secret details such as user identity and data location which may be used to track the vehicles can be disclosed with nonregistered users. (ii) Traffic Analysis Attack. is is one of the dangerous attacks which threats confidentiality. In this attack, after listening message transmission, the attacker then analyzes its frequency and tries to extract and gather the maximum useful information purposely. (iii) Man-in-the-Middle Attack. is attack takes place in the middle of V2V communication to check closely and alter the messages. e attacker can get the access and control the entire V2V communication, but the communication entities think that they can communicate with each other directly in private [55] . (iv) Social Attack. Social attack is used to divert the attention of the driver. e attacker sends out immoral and unethical messages to the drivers. e aim of attackers is to get the reaction of the drivers after they received such kind of immoral messages, thus affecting the driving experience and performance of the vehicle in the VANET system [56] .
Attack on Authentication in VANETs.
Authentication is an important part in the VANET system, which is used to protect against the attacks because of the malicious nodes Wireless Communications and Mobile Computing 7 entering in the system. e authentication is responsible for protecting VANETs from internal and external attacks [57] . is section highlights the threats and attacks on authentication in VANETs.
(i) Sybil Attack. e Sybil attack was first discussed in [58] . is is the most dangerous attack in which node contains many fake identities to disrupt the normal mode of operations of the VANETs by broadcasting multiple messages. e attacker can manipulate other vehicle behaviors, and receiving vehicle thinks that the messages are transmitting from the different vehicles. erefore, they may feel there is congestion on the road, so they enforced them to alter their paths and leave the road clear.
is attack is similar to the wormhole attack [13] . e attacker uses the same network to initiate the private conversation, and the attacker joined two far-away parts of the VANETs by utilizing an extra communication channel named tunnel. erefore, the nodes which are very far can communicate as neighbors.
(iii) GPS Spoofing. In the VANET, the position and location of the node are very important which should be very accurate and authentic. e log file is maintained which contains location table in the GPS satellite. In this attack, the attacker uses trick to create false GPS location information and did not reveal the correct position to dodge the vehicles that may think it is available in some another location [59] .
(iv) Node Impersonation Attack. is attack takes place by successfully acquiring the valid ID of the user and sending it to another authorized user in the VANETs [53] .
is attack is very common and initiates by an active malicious user by making false authentication efforts while associated with the cooperative message authentication. In this attack, the malicious user may take advantage of other user's authentication contributions without having its own, and this kind of act is called freeriding attack. is attack may raise a serious threat to the cooperative message authentication [60] . (vi) Replay Attack. is attack is very common attack which is also known as a playback attack; this attack occurs when a valid data is fraudulently transmitted or causes delay to produce unauthorized and malicious effect. In order to tackle this attack, the VANET must require enough time sources with larger cache memory which are used to compare the received messages. (vii) Key and/or Certificate Replication Attack. is attack is caused by the utilization of duplicate keys and/or certificates of other users as a proof of authentication to create an uncertainty which makes the situation worst for traffic authorities to identify the vehicle. Specifically, the aim of this attack is to create confusion for TAs especially in case of any dispute.
(viii) Message Tampering. It is a very common attack, in which the attacker can alter the exchanged messages in V2V or V2I communication which is intentionally used to avail counterfeit responses. (ix) Masquerading Attack. e attacker uses false IDs to act as another vehicle. is attack is occurred when one user did not show his own identity and pretends to be a different user to obtain an unauthorized access legally.
Attack on Data Integrity in VANETs.
In this section, we will discuss the common threats on integrity, which are discussed below:
(i) Masquerading Attack. e attacker enters in the VANET system by registered user ID and passwords and tries to broadcast false messages which appeared to come from the registered node [61].
(ii) Replay Attack. e attacker aims to repeat or delay the transmission fraudulently by having a valid data and inject beacon messages which received before on the VANETs continuously, which may cause difficulty for traffic authority to identify the vehicles in case of emergency [62, 63] . (iii) Message Tampering Attack. As the name of the attack indicated, this attack normally occurs when the attacker modifies or alters recent message data to be transmitted [64] . For instance, if the route is congested, then the attacker alters the data to clear the road which can influence the users to alter their driving paths.
(iv) Illusion Attack. is attack received data from antennas and collected malicious data from sensors which generate traffic warning messages by using the existing road condition which may create illusion to the vehicles nearby [65] . Illusion attack may be caused by vehicle accidents and traffic congestion and also minimizes the performance of the VANET system by utilizing undesirable bandwidth.
Attack on Nonrepudiation.
It ensures that the sender and receiver of messages cannot deny the transmitted and received messages in case of dispute.
(i) Repudiation Attack. is attack occurs when an attacker denies engaging in the activity of sending and receiving messages in case of any dispute [22] . Table 1 summarizes all the security attacks in VANETs. It identified each attack with their related compromised security services and their possible countermeasures.
Research Work on Security Services and Requirement of Authentication
Security services play an important role to ensure the secure communication in VANETs. In this section, we have described the recent research work related to the VANET security services.
Research Work on Availability.
In recent years, an intense amount of research work have been done, which enhanced the performance of availability services by introducing new protocols. In this section, we will explain the robust existing methods which have been used to enhance the performance of availability in VANETs.
Kitani et al. [67] presented a new method named a message ferrying which is used to improve the message circulation in less populated areas. is method utilized buses to obtain maximum traffic information from vehicles such as location, fuel, and acceleration in their vicinity and then gathered information and forwarded the collected information to the neighboring vehicles. e proposed method implemented on NETSTREAM traffic simulator and then compared the information propagation efficiency with other competent methods. In the proposed method, the author did not mention the detail performance parameters which were involved in and only limited to low-density area.
Okamoto and Ishihara [68] introduced a method of information sharing technique for location-dependent data which are generated by vehicles using the pull and push method to balance the message delivery and the traffic for data dissemination called assigning populated area as message storage area (APAM) scheme.
is method is limited to deliver the reliable information based on the pull and push method, but may incur large amount of computational charges.
Akila and Iswarya [69] introduced an effective data replication technique to manage data access application in VANETs such as location, fuel, and acceleration. Due to high mobility vehicles, the VANETs topology changes dynamically, which often causes frequent disconnection. If 
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Identity-based signature and ID-based online/offline (IBOOS) techniques with complex managing certificates may exist disconnection happens frequently, then the vehicles will not be able to communicate and share data with each other. Specifically, the data replication is used to improve the performance of data access in distributed system.-However, most of the nodes in VANETs contain less storage. erefore, they cannot replicate heavy mp4 files or some short duration video clips. is problem is significantly improved by generating the request to the vehicles in a platoon to give some part of their buffers to reproduce data while sharing the same platoon and data among other vehicles. In case, when a vehicle wants to leave a platoon, it transferred the buffered data to other vehicles prior to leaving a platoon. erefore, the other vehicles have an access to the data after it leaves. is method has limitations; vehicles frequently leaving and entering a platoon may require large amount of computational time and incur computation charges.
Park and Lee [70] introduced an effective method to enhance the data accessibility in VANET by utilizing the data replica of the RSU. In this approach, selection of data item is made by using the data access pattern and driving pattern which must be reproduced in the RSUs. en, the reproduced data are sent directly to the surrounding vehicle without involving communication with RSUs. e main drawback of this approach is if the data size is larger, then the data replication process may require a large amount of time to handle the replication process.
Research Work on Confidentiality.
In recent years, several methods have been proposed in confidentiality to ensure the safety of data which contain some useful information from nonregistered users in the VANET system. Additionally, it ensured secure communication through cryptographic solution. In this section, we will explain the existing methods for confidentiality in the VANETs.
Sun et al. [71] introduced a new security system by protecting the confidentiality of sensitive information using shared key encryptions. e aim of the proposed technique is to ensure the confidential information of the registered users and tracking of vehicles legitimately, which can be done by integrating the new security requirements and designing the sophisticated VANET security system against nonauthorized users. However, the confidentiality messages are very crucial where vehicles get the useful data from the Internet and RSUs.
Lu et al. [72] introduced a dynamic privacy-preserving key management method referred as DIKE, which is used to achieve and improve the confidentiality of data in locationbased services (LBSs) in the VANET system. In order to control the eavesdropping attack, the confidentiality must be well maintained and the service contents from these kinds of attacks are protected. In this method, if a user does not engage in the VANET system, then the user may not join the current VANET system and thus cannot have an access on the current LBS content. To gain the confidentiality in an LBS session, all vehicle users who are joined are requested to share a secure session key, and that session key can be used to encrypt service contents.
Research Work on Data Integrity.
To ensure the integrity of the sending message, digital signatures are used to generate and integrate with the messages [73] . In recent years, some work that presents the reliable information for securing data integrity in the VANET system is discussed below.
e main problem occurred when an inaccessible receiving location generates many current packets and forwards protocols inefficiently in VANETs. To solve this problem, Lin et al. [74] introduce a STAP approach to acquire the receivers' location privacy preservation in VANETs. By using the concept, vehicles always traveled to the busy places and downtown area such as shopping mall and busy street. In order to achieve data integrity, they deploy RSUs at the main social spot to form a social tier with them. Firstly, the sender computes MAC and attaches the generated code to the message before sending to the receiver. Once the message is received, in order to obtain integrity, the receiver uses the key session to check MAC. is method is limited to only busiest place, and due to traffic congestion, this algorithm may consume large memory.
Lin and Li [60] introduce an efficient cooperative authentication technique for the VANET system. is technique is used to shorten the authentication overhead on individual vehicles and to reduce the delay. To block the various attacks, this method uses token method to control and manage the authentication workload. When the vehicle passes the RSUs, the vehicle can get the evidence token from TA. erefore, this token indicates that the vehicle contributed to cooperative authentication before. is method comprises the large computational algorithm to control the authentication issue.
Lin et al. [75] introduced a GSIS-based method which is used to develop secure privacy-preserving protocol based on the group signature and identity-based signature schemes. In case of dispute, the proposed method can also be used to trace each vehicle, but ID of the sending message needs to be disclosed by TA.
Research Work on Nonrepudiation.
Li et al. [76] introduced a novel framework with conditional privacy preservation and repudiation (ACPN) for VANETs. is method utilized public key cryptography (PKC) to obtain nonrepudiation of vehicles by ensuring third parties to get real identities of vehicles. e identity-based signature (IBS) and ID-based online/offline signature (IBOOS) schemes are utilized for the authentication between V2V and vehicle to road side unit (V2R). is method significantly reduced the computational cost. However, the handling of managing certificates is complex due to IBS and IBOOS authentication schemes.
Requirement of Authentication.
In VANETs, authentication can be done by two ways: firstly, at the level of node, called node authentication, and secondly, at the level of message level, called message authentication. Verifying the message integrity plays an important role to improve the VANET security system. erefore, message authentication is regarded as a key parameter in the VANETs [77] .
In order to provide secure communication in VANETs, some requirements of authentication which must be satisfied are listed below.
Computational and Communication Overhead.
Computational cost incurred due to large amount of cryptographic operation to be done by a vehicle or trusted authority for verifying an authentication request must be shortened. Furthermore, the time required to process a digital signature in authentication must be controlled.
Utilization of Bandwidth.
e bandwidth utilization is very important in authentication and must be utilized properly in bytes per second (bps) to handle a request for an authentication such as exchanging cryptographic secret key and credentials.
Scalability.
e process of authentication should be scalable which can handle multiple network operations and communications.
Time Response.
e time which is needed to respond for an authentication mechanism must be reduced.
Powerful Authentication.
e authentication schemes must have good capability to prevent VANETs from attacks.
Privacy-Preserving Authentication
Authentication plays a very important part to tackle all attacks which can verify whether a vehicle user is registered or not and a legitimate user before allowing them to access the VANETs. e vehicle user can differentiate between false and reliable information by using message authentication. Considering the verification pattern of messages, authentication schemes are further classified as one-by-one message verification [75] and batch verification [78] . Privacy is a system which is used to protect the sensitive and confidential information of the vehicles or passengers from the attackers. In addition to security issues, the privacy of vehicles should be considered an important issue in the VANET system. In recent years, several research works have been done in terms of security and privacy of the VANET system, which ensures vehicle safety and improves the traffic flow. Anonymous authentication is one of the well-known schemes. In the past, most of the recent existing works were relying on a pseudonym-based approach which can be used to protect the privacy and security of the vehicle users. By utilizing the pseudonymbased approaches, users can get better and robust privacy preservation. To control privacy attacks, the trusted authority needs to change pseudonyms frequently. e privacy is further categorized into two types: (i) privacy of user and (ii) user location privacy.
(i) Privacy of User Protection. is privacy is used to prevent the personal information of users from the malicious users or attackers. (ii) User Location Protection.
is privacy is used to protect user's information such as vehicle location at certain time or the area which the vehicles followed, and user personal information such as user ID and vehicle ID.
In vehicular networks, an authentication, security, and privacy leverage to develop trust among V2V and V2I communications.
e main aim of the authentication schemes is to identify malicious nodes and bogus messages. erefore, by utilizing suitable authentication schemes enable trusted authority to easily identify malicious users and fake messages that lead to provide secure communication in VANETs. In this context, several research works have been proposed related to authentication schemes which aim to protect VANETs from malicious users, fake messages, and unregistered entities and tackle all kinds of threats and attacks. Several of these schemes utilize cryptography techniques such as symmetric cryptography and asymmetric cryptography to authenticate messages in terms of signing and verifying messages. In this section, we present the authentication schemes in terms of cryptography and signature in detail as shown in Figure 5 . e cryptograph-based authentication schemes are categorized into symmetric cryptography and asymmetric cryptography. Signature-based authentication schemes are classified into identity-based signature, certificateless signature, and group signature. ese authentication schemes covered the recent state-ofthe-art methods in VANETs.
Symmetric Cryptography.
is authentication-based cryptography is also called as private key cryptography. is scheme utilizes message authentication code (MAC) to authenticate the messages. By using the shared secret key, sender can generate MAC for each message, and also all nodes in anonymity set verify the MAC attached with the messages by using that key. Symmetric cryptography is fastest and obtains robust computational efficiency because of a single key. To achieve a high level of reliability and privacy, Choi et al. [79] introduced a new method which can produce high efficiency of privacy by combining symmetric authentication with the short pseudonyms in VANETs. In this method, to generate short-lived pseudonyms, authority needs to send the different ID and seed value to each vehicle. And RSU is capable of performing verification for MACs because it can share keys with vehicles.
Xi et al. [80] proposed a random key-set-based authentication to maintain the user privacy by using zero-trust policy without having trust of central authority with user policy. In this method, the anonymity is improved by using independent keys for authentication at neighboring RSUs, and also identifying an attackers and key revocation has been considered in terms of practical application. is method is better but requires large amount of computational cost to handle zero-trust policy. As we know that, symmetric cryptography-based authentication consists of two major issues. Firstly, the key management system in VANETs is very weak which can increase the communication overhead and storage. Secondly, this technique has lack of nonrepudiation; therefore, it is difficult to provide authentication to each vehicle.
Vijaykumar et al. [81] designed a trusted authority (TA) to facilitate online services to the customers via VANETs. erefore, it is vital that the exchanged communication between the TA and VANETs preserves the confidentiality and authentication of messages. Besides that, a dual authentication and key management technique are used to provide a secure transmission of data in the vehicular network. Dual authentication technique offers a sufficient security to the vehicle which can efficiently intercept the malicious vehicles to enter in the VANETs.
Lin et al. [82] introduced a time-efficient and secure vehicular (TSVC) method with privacy preservation; this method is used to significantly reduce the packet consumption without limiting the security requirements. e authentication of the packet is done by MAC tag which is attached to each packet, but it required a fast hash operation to verify each packet. By using this method, the packet overhead is minimized by reducing the signature overhead and its verification latency, and the bandwidth utilization decreases with the decrease in the number of packet size. Rhim et al. [83] introduced an efficient method for MACbased message authentication scheme, but this method cannot tackle and secure against the replay attack and requires a sophisticated algorithm which was proposed by Taeho et al. [84] by utilizing the improved MAC authentication scheme for the VANET system. Zhang et al. [85] presented a new method to authenticate a message by using the roadside unit-aided message authentication (RAISE) technique. In this approach, RSU verifies the authentication of messages which are transmitted from vehicles and notifies the results back to vehicles. Instead of verifying the message through traditional PKI-based scheme, they used the concept of each safety message attached with a MAC which was generated by the sender by using the secret key and RSU, and then RSU is responsible for verifying MACs and circulating the outcomes of message authenticity to other vehicles within their range. e next category of symmetric cryptography is hash function which is responsible for examining the message integrity without any encryption of the message. e message is an input in hash function which can generate a fixed string referred as the hash value. In order to ensure the message integrity, the hash value must be attached with the sending message. Chuang et al. [86] introduced a decentralizationbased lightweight authentication scheme named TEAM (trust-extended authentication mechanism). is technique uses the concept of transitive trust relation, but the amount of cryptographic data in TEAM is less compared with other existing methods because it only utilizes XOR and hash function during the authentication process.
Chim et al. [87] introduced a method which discussed the security and privacy issues of V2V in VANETs, and this scheme utilizes one-way hash function and secret key between vehicle and RSU. erefore, this methodology can resolve privacy issue which may occur during communication. Vighnesh et al. [88] introduced a novel sender authentication technique for enhancing VANET security by using hash chaining and authentication code to authenticate the vehicle.
is method ensures secure communication between vehicle and RSU, and a confidential data is encrypted through master key. Before sending packets to the authentication center, the RSU attaches its identity which can eliminate the possibility of rogue RSU abusing the VANET. He and Zhu [89] presented a method which addresses the problem of DOS attack against signature-based authentication. To tackle DOS attack, the preauthentication can be done before signature verification. In this scheme, the preauthentication mechanism is utilized, which takes the advantage of using one-way hash chain and a group rekeying technique. e symmetric cryptography is further extended to timed efficient stream loss-tolerant authentication (TESLA). In this approach, firstly the sender computes MAC using a known key and attaches a MAC to each sending message, and the receiving messages are buffered without authentication at the receiving part. e main disadvantage of TESLA is that the advance synchronization of the clock at receiving side is required with the clock at sending side. Additionally, TESLA is vulnerable to DOS attack in terms of memory which is caused by unregistered vehicles that utilizing receiver memory with fake messages [90, 91] .
Jahanian et al. [92] introduced a TESLA-based technique; in this technique, timed method checking approach based on timed color Petri model is used to design and verify TESLA. Later, the researchers have found that the two factors need to be analyzed: the first is the security efficiency and the second is the percentage of successful attack. Studer et al. [93] introduced a modified form of TESLA which is known as TESLA++, and it provides the same broadcast authentication which is computationally efficient as TESLA with less memory consumption and also presented a method to effectively verify the new RSUs and OBUs which encountered during communication. e goal of TESLA++ is to control memory DOS attacks, which can be obtained by receivers selfgenerated MAC which may lower down the memory requirements for authentication. However, TESLA does not offer multiple hops authentication and nonrepudiation [91] .
Asymmetric Cryptography.
e next authentication scheme in VANETs is referred as asymmetric cryptography which is also called as public key cryptography. is technique can be used to encrypt and decrypt a message to ensure the security of data in major communication networks. Specifically, the asymmetric can be used to encrypt a message which can be done either by using a public key or by generating a digital signature. Normally, a private key is only used for decrypting an encrypted message and verifying digitally signed message.
In general, mostly vehicles contain public or private key for pseudonymous communication. In order to achieve in a secure and reliable way, the public key certificates are the best method which is used in public key infrastructure (PKI) to authenticate vehicles; it contains the digital signature of the certification authority (CA) and vehicle key for authentication [23] . e CA is the centralized management unit which is responsible for certifying nodes, keys, etc. Furthermore, it can also authenticate the vehicles in V2V communication. Every vehicle needs to be registered with CA database before it officially joins the VANET system; the vehicle can communicate with CA in two ways either directly as an offline registration or via RSU as an online registration by indirect way. Raya and Hubaux [94] introduced a new method which utilizes the anonymous public keys to provide privacy. e anonymous keys must be changed in the way that the receiver will not be able to track the vehicle owner key. e main demerits are it required a large amount of storage and memory and also requires huge amount of certificate revocation list (CRL) checks, since using large amount of anonymous keys. erefore, it may be the reason for DOS attack due to large amount of computational overhead.
Calandriello et al. [95] introduced a robust pseudonym-based authentication method to reduce the security overhead, but the robustness of traffic safety is maintained. is scheme alleviates the limitations of a pseudonym by using the combination of baseline pseudonym and group signature which can generate own pseudonym on-the-fly and self-certification [91] . And it minimizes the requirements of handling pseudonym in authentication. Wasef and Shen [96] introduced an expedite message authentication protocol (EMAP) which adopts PKI and CRLs for their security. In this scheme, EMAP of VANETs replaced the lengthy process of CRL by an effective revocation process.
is process uses keyed hash message authentication code (HMAC) in EMAP. e purpose of key is used to calculate HMAC and to share only among nonrevoked OBUs to safely share and update the secret key.
e proposed scheme significantly reduces the message loss ratio in EMAP caused by the conventional authentication schemes.
Eichler [97] proposed a new scheme in which vehicles generate a request to CAs for short-term pseudonyms during specific intervals. To reduce the communication overhead with CAs, Zeng [98] introduced the self-issuance scheme to enable vehicle to generate pseudonyms independently. Lu et al. [99] introduced a new method for effective pseudonyms changing at social spot (PCS) for privacy of location, by determining the several vehicles gathered on specific spots such as intersection or parking area. It utilizes anonymity size as a privacy metric (ASS), and if ASS reaches threshold, then the pseudonyms are changed simultaneously. However, it cannot perform well in low density.
In the year 2010, Schuab et al. [100] proposed a new approach that does not depend on pseudonyms-identity mapping to achieve accountability, but instead, resolution information is embed with V-token pseudonym certificates. In this scheme, by using V-token approach, each vehicle carries its own resolution information which can provide scalability. e main challenge is the revocation of pseudonym certificate which may limit the scalability in the VANET. In case, if the vehicle long-term certificate is revoked, then the vehicle cannot obtain a new pseudonym from CAs. In recent years, few works have been proposed on the CRL distribution methods [101, 102] ; these methods cannot stop the revoked vehicle from continuous communication in VANETs until and unless all the pseudonyms become inactive. e drawbacks of checking CRL process make it not reliable to authenticate a large number of messages under the specific period in VANETs [103] .
Azees et al. [104] introduced an effective anonymous authentication with conditional privacy (EAAP) scheme to avoid a malicious vehicle entering in the VANETs. is scheme is used to track mechanism and track vehicles or RSUs that create disturbance for VANETs. Recently, bilinear pairing has been introduced in which trusted authority (TA) in EAAP does not require to keep the anonymous certificate of the vehicles and RSUs [105] . Additionally, the TA has the right to cancel the anonymity of a disobedient vehicle and reveal their identity in a group. en, the revoked identity
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added to the identity revocation list (IRL) managed under the supervision of TA. e next part of asymmetric cryptography is ECDSA authentication scheme which is an analogue type of digital signature depending on elliptic curve cryptography [106] . Manvi et al. [107] introduced an ECDSA-based message authentication scheme in VANET. is technique utilizes a secure hash algorithm (SHA) by the sending vehicle to generate private and public key and also creates hash of the message by using SHA. At the receiving part, the received message is decrypted by using the public key. Kalkundri et al. [108] presented a new technique which utilizes ECDSA algorithm to obtain the message authentication. Furthermore, it can also provide security in terms of point-to-point (p2p) mechanism to obtain authentication in VANETs. e combination of p2p and ECDSA along with VANET can improve the efficiency of the algorithm and also minimizes the message delay. Smitha et al. [109] proposed a new method, classification of critical safety message and provided an adaptive way to authenticate the message based on Merkle tree and ECDSA. is scheme discussed the DOS, man-in-the-middle, and phishing attacks. Furthermore, this approach can increase the message authentication delay.
Identity-Based Signature.
e signature based on identity called as IBS which uses node identifiers in terms of public key and sign messages with the private key which is generated from the identifiers [110] . In IBS, the private key generator (PKG) used as a third trusted authority for generating and assigning the private key. Recently, a new identity-based signcryption (IBSC) has been introduced by utilizing bilinear pairing which required strict analysis of security based on robust security modeling without considering random oracle background, indicating that the IBSC is considered as a reliable method [111] .
IBS is a four-step process such as setup, key extraction, signature signing, and verification. e details are discussed below:
(i) Setup. In this category, firstly PKG evaluates the master key and public parameters. en, PKG can disclose these parameters to all vehicles publicly in the VANET.
(ii) Key Extraction. In this part, PKG uses the vehicle ID and master ID to compute a private key, and then the PKG sends these private keys to communicate with vehicle through a secure channel. (iii) Signing Signature. Signature SIG can be generated by using a private key by assuming a message M and timestamp T.
is algorithm is used to find out whether SIG is valid or not by having these parameters such as ID, SIG, and M.
To overcome the computational overhead in the IBS method for VANETs, in the year 2012, Lu et al. [112] proposed a new method with adaptive privacy to authenticate vehicles by using ID-based online/offline authentication (IBOOS). In [113] , Zhang et al. introduced an identity-based technique for signature hierarchical aggregation and batch verification. In this approach, identity-based signatures are generated from different vehicles, which can be aggregated and verified in a batch, and the message collector is used to reaggregate the aggregated signatures. is scheme significantly reduced the large computational process of certification verification by utilizing the identity-based vehicles and RSUs. In 2001, a new method has been proposed based on trapdoor hash function to develop a new hash-sign-switch paradigm, which can convert signature into highly online/offline signature. Due to good pairing process, the efficiency of this method is better than the IBS scheme. However, the requirement of memory storage space makes IBOOS unsuitable for VANETs [114] . In the verification process, the IBS eliminates the requirement of certificates which can be used in the verifications of public keys. us, it did not need to distribute public keys which are related to certificates [23] . Specifically, only PKG knows the private keys in VANETs because it is generated by PKG in IBS which may generate escrow problem. To overcome this problem, in the year 2017, Zhang et al. [115] introduced an efficient technique to authenticate vehicle protocol named distributed aggregate privacy-preserving authentication (DAPPA) which is based on multiple trusted authority with IBS technique.
In [116] , Zhang introduced a novel approach based on new security tool named one-time identify-based authenticated asymmetric group key to develop cryptography mixzone (CMIX) against eavesdropping.
In 2018, Zhang et al. [117] introduced a secure privacypreserving communication scheme for establishing vehicle cloud (VC) and data broadcasting in VC. In this approach, a group of vehicles which are located nearby in VANETs are used to develop a secure and dynamic VC. erefore, it enables all the vehicle resources to be integrated and exchanged data securely, and any cloud user can process their data securely once the VC is formed. Figure 6 illustrates the diagram of DAPPA, in which RSU consists of large communication range as compared to the vehicles. Each RSU consists of an initial key pair and a corresponding certificate which is issued by the trusted authority [23] . Every vehicle contains secret to develop secure channels with RSUs, and every vehicle generates a request to RSUs when entering in the communication range to share its private key. After the authentication is done, RSUs share the private key and authorized period to the vehicle, but this sharing only utilized within the authorization period and will be deleted later. Additionally, the vehicle can utilize the sharing to generate a one-time private key and then the MTA-OTBIAS. Finally, on the corresponding message, the MTA-OTBIAS can be aggregated and verified by other vehicles. By using private key, DAPPA resolves the escrow problems which are not familiar by root TA, and this can lead to increase the complexity because vehicle needs to request the shares from adjacent RSU. Furthermore, the utilization of the private key and ID-based signature can cause the delay and significantly reduces the communication efficiency in the VANET system [23] . e certificateless signature is used to overcome the high cost of certificates based on the PKI technique to resolve the escrow issue in IBS. In the year 2003, certificateless public key mechanism is presented for the first time [118] . In the certificateless cryptography, the key generation center (KCG) plays an important part which works as a third party and is responsible for providing the user with private partial key DIDi which is evaluated from the identity of user IDi.
Basically, the secret value user can generate the actual private key and the partial private key delivered by key generation center (KGC). In contrary with ID-based cryptography scheme, the KGC may not have access with this type of private key. Consequently, a user can use secret values and different parameters to produce his public key identity known as PKIDi.
e certificateless signature (CLS) method is categorized into seven different algorithms: setup, partial private key extract, set secret value, set private key, set public key, sign, and verify [118] . All these techniques are discussed below:
(i) Setup.Setup utilizes a security parameter k to produce the master key msk and master public key mpk. Furthermore, it can also produce parameter param which can be distributed among all nodes [23] . (ii) Partial key. It can produce a partial private key D ID by having different parameters such as master key, master public key, system parameters, and an identity ID [23] . (iii) Secret value. e secret value x ID is generated by using master public key and system parameter param [23] .
(iv) Set Private Key. is algorithm utilizes param, partial private key D ID , and secret value x ID as input parameters. e secret value x ID is used to transform D ID into full private key P A . e algorithm returns P A [118] .
(v) Public Key. It generates the public key PK ID by using different parameters such as master key, system function, an identity, and its secret value [23] . (vi) Sign. It generates certificateless signature μ by using system parameter param, master public key mpk, an identity ID, secret value x ID , partial key D ID , and a message M [23] .
(vii) Verification. It can verify the signature by using several parameters such as system parameter param, master public key mpk, identity ID, public key PK ID , and a message/signature pair (M, μ) [23] .
e security models are further classified into two types: super type I adversary A I and super type II adversary A I I [119] . A I solves the real-world adversary who can obtain IDs some valid signatures, while A I I solves the malicious KCG which contains master secret key and can be able to initiate the attack such as eavesdropping attack on signatures and create signing queries. In recent years, few research works have been proposed regarding certificateless signature referred as certificateless short signature (CLSS), which improved the performance of this scheme [120, 121] . is scheme proposed a secure method against A I and A I I in the random oracle model [23] . At the end of 2014, several researchers have proposed CLS scheme without utilizing any pairing to increase the efficiency, but the signature length is very large which cannot constraint the unlimited bandwidth and storage devices in VANET [122, 123] . In the year 2015, a new scheme of V2I communication based on certificateless signature is introduced. In this technique, conditional privacy preservation is obtained by mapping the traffic message transmitted by the vehicle into false identity. In case of dispute, the responsible authority can recover the real identity from the pseudoidentities [124] . Furthermore, this method produces efficient computational overhead in comparison with other competent techniques. At the beginning of 2018, Cui et al. [125] introduced a new method for certificateless aggregate signature based on elliptic curve cryptosystem (ECC) which can support conditional privacy preservation. It provides secure communication between V2I in VANET. Furthermore, it can satisfy privacy requirements and also achieve lower message overhead which are advantageous over other methods.
Group Signature Scheme.
e vehicles' privacy is preserved in group signature, which can allow registered members of the group to sign up for the messages anonymously as a representative of the group [14] . e head of the group has the right to find out which sign is coming from the original sender.
is algorithm usually requires large amount of time to verify signature which makes it limited to time-related applications in VANETs. In 2010, Zhang et al. [126] proposed an efficient method which utilized each RSU to maintain and manage on-the-fly group within its range of communication, and the vehicles which are entered in the group can secretly send V2V messages that can be further verified by users of the same group, if any bogus message produced by the vehicle can be traced by the trusted authority. In the year 2011, Park et al. [127] presented a RSU-based decentralized key management (RDKM) which is used only for multicast services in VC systems. is scheme reduced the large amount of rekeying overhead by contributing some portion of the key management functions to the RSUs and also through updating the key encryption keys (KEKs) within the RSUs.
To alleviate the overhead of revocation, the distributed management system is used, which is a promising approach; based on this technique in the year 2012, Sun et al. [128] introduced a distributed key management system (DKM) in the VANET system; in this scheme, domain is formed into small subregions, and the vehicle needs to update its secret key from the regional head of the group who is responsible for managing the region. In this approach, during the updating process, the DKM restricts the vehicle to disclose the updated value of a secret key to the regional head of the group. However, the anonymity feature of group signature makes it vulnerable to attack by a malicious user through broadcasting fake messages. Malina et al. [129] introduced a group signature with short-term linkability and categorized the batch verification, and this method produces efficient signing and verification as compared to other competent methods. In [130] , Zhang et al. introduced a location-based service (LBS) protocol, which is used to address the inherent challenges in terms of authentication and conditional privacy to offer LBSs in VANETs. In this scheme, the providers of RSUs and LBS are identity based, and a vehicle only requires a member key. By using this, the key vehicle can generate verifierlocation group signatures. e LBS validates these signatures without interfering the privacy of a vehicle. If an LBS request is found to be false, then the key generation certificate can evaluate the vehicle ID.
Islam et al. [131] introduced a password-based conditional privacy-preserving authentication and group-key generation (PW-CPPA-GKA) protocol for the VANET system. is method provides several features such as user exiting, user entering, and changing password. is protocol is computationally stable as it is designed without using bilinear pairing and elliptic curve techniques.
Simulation Techniques in VANETs
Simulation tools are considered as the most important tool to evaluate and analyze the performanceof any network or system in order to highlight any existing issues. Simulation tools are used to obtain the theoretical results based on the observations.
In VANETs when designing and developing applications for VANETs, privacy and security should be considered seriously.
e main problem occurs when evaluating the performance of security and privacy due to the limited features of the VANET system in terms of mobility, network structure, and decentralization. To get the optimal solution, it is important to design and develop sophisticated simulation tools which can be used to produce the VANET results efficiently. VANET simulation tools are categorized as mobility simulator and network simulators. Specifically, mobility simulator is used to generate vehicle mobility [23] . Network simulator is mainly used for evaluating the performance of the VANETs and also indicates the issues related to the network.
Mobility
Simulator. In the VANET system, mobility model can determine the movements of the node which are linked with the simulator; by using this terminology, simulator generates random topology based on each vehicle condition [20] . e mobility model consists of two patterns named the traffic and the motion patterns, respectively. e motion pattern is determined by the behavior and attitude of drivers which can create vehicle movements with the pedestrians and vehicles [20] . e traffic generator produces random topologies and map, which are used to evaluate the vehicle behavior according to the traffic environment. Generally speaking, it is a big challenge to manage system modeling to integrate with the real traffic environment. erefore, the designing of the mobility model can be done by using several other types of models depending on the traffic conditions and situations. e mobility model can be categorized into two types: macroscopic and microscopic models [23] .
METACOR [132] utilizes traffic at high scale and also used to determine the vehicle attitude. METACOR is very useful to provide the macro of traffic environment.
VanetMobiSim [133] is an extended version of Canu-MobiSim. It aim to extend support to CanuMobiSim in terms of vehicle mobility to a higher level. It reviews the microscopic and macroscopic mobility and outline the details to both scopes.
SUMO [134] is an open source microtraffic simulator that can generate the vehicle traffic and update the vehicle parameters such as speed and positions. It is a microscopic traffic simulation which can import city maps with different file format and version. Each vehicle contains user ID, time of departure vehicle, vehicle routes and location, etc. [134] . Additionally, SUMO is capable of handling highly integrated simulations which can be used for large networks, and it can be able to get the timely feedback from the network simulator. Specifically, SUMO is more reliable and suitable for V2X communication by considering an individual vehicle behavior and feedback of each vehicle by updating the network simulator for future processing.
Network Simulator.
e University of California located in Berkley and the VINT project have developed the NS-2, a discrete simulator which is applied in networking research. Recently, many network simulators such as NS-2 [135] , NS-3 [136] , GlomoSim [137] , and OMNeT++ [138] are used to evaluate the performance of the model and measure the privacy and security of routing protocols in VANETs.
Additionally, many programming languages such as C++ and JAVA are used to construct simulators. e NS-2 simulator is designed and written in C++ with an object tool command language (OTCL). NS-2 is mainly used for research in network communication to support simulation for routing, and multicast protocol through wired networks [135] . e main disadvantage of NS-2 is that the node must be programmed manually by the users in order to find the vehicle in their vicinity and establish communication. To overcome this problem, NS-3 provides an optimal solution, which is used to improve the network modeling and reliability; NS-3 can also provide interface for Python and mechanism to integrate with other open source platforms [136] . e global mobile information system (GlomoSim) was developed in California, USA, which is used to simulate the wireless network. It is one of the most famous techniques of network simulator after NS-2. GlomoSim is capable to run on shared-memory symmetric processor (SMP) and assist in dividing the network into separate modules and each functions with the different process [20] . e main purpose of GlomoSim is to support millions of nodes performed as a single simulation. Aggregation of nodes and layer is the limitation of the most network simulators.
e OMNeT++ is the discrete simulation library which was developed to simulate the network communication, multiprocessing, system configurations, and other distributed systems [138] . Specifically, OMNET++ provides a simulation platform which can be used to design simulation modeling and also provide more reliability for the larger mobility of VANET application [23] .
Simulation Overview.
To change traffic settings, the information which is received from the network simulator must be processed by mobility simulator. SUMO is used to generate high mobility traffic to simulate the vehicular network because of its unique characteristics of network traffic. SUMO has function which can simulate single part and whole cities in one simulation [139] . e traffic and network simulator environment (TraNS) is a JAVA-based visualizing tool, which consists of SUMO and NS-2 which is specially designed for the VANET system. A new TraNs Lite version is developed for mobility generator which excluded NS-2 network simulator [20] . e major disadvantage of TraNS simulator is that it cannot support highly large-scale network and is also not cost-efficient in terms of acquiring protocol of VANETs [140] .
An integrated wireless and traffic platform for real-time road traffic management solution (iTETRIS) [141] aims to enhance the large-scale simulation network of VANETs for evaluating the services for transport and traffic management. In order to obtain the real-time closed-loop coupling simulation platform, the iTETRIS combined with SUMO and NS-3 can be considered as an extension of TraNS [140] . e vehicles in network simulation (Veins) is an open source framework [142] which is used to run vehicular network simulations. Veins implements IEEE 802.11p protocol at the physical and the MAC layers and is responsible for managing the data transfer between OMNET++ and SUMO through TraCI [143] . e main advantages of bidirectional coupling are twofold: Firstly, the network simulation mainly controls the mobility of simulation for handling the traffic communication in VANETs. Secondly, information which includes position or routes may be provided by mobility simulation to the network simulation. Additionally, the Veins offers comprehensive function to achieve bidirectional coupling which can provide better accuracy to the development of protocols [142] .
Simulation Tools and Performance of Authentication
Schemes. In order to evaluate which algorithm of authentication schemes obtained the better results in each of its category, several papers have been reviewed related to the authentication schemes. In symmetric cryptography, Vijayakumar et al. [81] obtained a better result by using JAVA-based simulator, which considers multiple nodes and each node acts as a VANETuser. Also, the proposed dual key management scheme significantly obtained computationally efficient and secure data transmission. us, in symmetric cryptography, this scheme obtains better results as compared to the other competent methods.
In asymmetric cryptography, Azees et al. [104] introduced EAAP scheme to avoid malicious users to enter in VANETs. In this approach, Cygwin 1.7.35-15 with the gcc version 4.9.2 has used to evaluate the computational performance of EAAP. e proposed scheme achieved low computational cost by verifying the multiple signatures and certificates in 300 ms as compared to the other competent methods in asymmetric cryptography scheme.
In identity-based signatures, Zhang et al. [113] introduced privacy preservation scheme based on identitybased signature. e proposed method used NS-2 [135] , VanetMobiSim [133] , and the cryptography library MIR-ACL [144] to evaluate the performance by assuming different degree parameters and generating the vehicle mobility with the speed ranging from 50 to 60 km/h. is scheme is significantly used to reduce the transmission overhead and also minimize the vehicle waiting time to initiate the batch verification process, and thus, this scheme is the best scheme among other competent methods.
In certificateless signature, Cui et al. [125] introduced certificateless signature based on ECC, which can be able to support conditional privacy preservation. Several different parameters have been used to evaluate the performance of this scheme. Bilinear pairing is created with security level of 80 bits. In the system model, two different layers of the vehicular network are considered: the first layer consists of a vehicle and RSU, and the communication medium between OBUs and RSUs is 5.9 GHz DSRC, and the second layer consists of TA and KGC. In this approach, each vehicle transmits traffic-related message in 300 ms, and the total time that needed to verify more than 650 signatures is less than 300 ms. us, it can verify the large number of messages simultaneously. In the proposed method, the message overhead is significantly reduced along with the less computational and transmission cost as compared to the other certificateless signature schemes.
Wireless Communications and Mobile Computing
For group signature scheme, Zhang et al. [130] introduced location-based service (LBS) protocol. In order to evaluate the efficiency of the proposed method, this scheme considered LBS and revocation stages. In the simulation, the cryptography tool MIRACL [144] and MNT curve implemented on embedded degree, which is built in C language, are used. In each LBS event, RSU processes only one pair to decrypt the message which required 2.17 ms. is approach can protect the identity and privacy of the vehicle by providing the service to the vehicle anonymously. us, it can outperform other competent methods.
VANET Applications
VANETs are used to provide communications to nearby vehicles in terms of V2V and vehicles to other communication devices such as V2I and V2R. e RSU is maintained and managed by the government authorities but run by a private organization to handle the operation in some countries. e types of VANET application are discussed below (Figure 7 ).
Comfort Applications.
is VANETapplication is referred as a nonsafety application, which aims at enhancing drivers and passenger's comforts. It can provide the driver and passenger with the updated climate information, hotels, nearby restaurant, and patrol stations. Furthermore, passengers can play games online, get Internet access, and send and receive messages when vehicle is within the range of the network [145] .
Safety Applications.
e safety applications of VANETs are used to enhance the protection. In this application, vehicleto-vehicle and/or vehicle-to-infrastructure communications can be used to improve the traffic safety, lane changing warning, emergency video streaming, avoiding collisions, and accidents. e main purpose of this application is to ensure the safety of drivers, passengers, and pedestrians [145] . e requirements of all the VANET applications have a common set of requirements which is defined as 10-1000 m coverage, with a speed of maximum 500 km/h, and latency range varies from 50 to 500 ms. Additionally, the compactness of the network must be split into small groups of 2-20 vehicles and considers the traffic bottlenecks with 1000 s of vehicles per radio cell in the vicinity.
Conclusion
In an intelligent transportation system, VANETs are considered as a more vital and promising research area due to its unique characteristics; thus, security and privacy are considered as critical issues. e aim of VANET is to ensure the safety of human living on the street by broadcasting safety messages among the vehicles and also provide comfort services to the passengers. e safety messages are broadcasted in an open environment that can make the VANETs more vulnerable to attacks. erefore, a sophisticated and robust security algorithm must be designed to tackle dangerous security and privacy attacks.
After reviewing the several articles regarding different state-of-the-art schemes for security and privacy threats in VANETs and to address these problems, this paper provides a comprehensive survey which covers most of the VANET issues, particularly the VANET system model, architecture, standards, and security and challenges issues of VANETs. Firstly, we have discussed the basic model and function of the VANETs. en, the security services and threats and attacks on these services followed by the recent state-of-the-art schemes on each security service are explained. Secondly, we have comprehensively covered the authentication schemes, which are able to protect the vehicular network from malicious nodes and fake messages. Finally, we have discussed the various simulation tools, followed by the performance of authentication schemes in terms of simulation tools and the applications of the VANET system. Specifically, this survey is well studied and covered most aspect in security issues, focusing on novel privacy-preserving methods, filling the gaps of existing surveys, and incorporating the latest trends in VANETs.
In our opinion, the future research direction for the VANET system must be focused on security and privacy issues such as privacy preservation, which required more amount of research in order to tackle the security and privacy threats. In addition to these, the security system must be enhanced by robust authentication schemes for providing secure communication in VANETs. Also, an efficient algorithm is required to handle all kinds of security attacks. e rapid demand of V2X, C-V2X, and LTE-V communications in the ITS, the traffic information such as vehicle ID and location, and the weather conditions can be shared between vehicles. e drivers and passengers are looking for the reliability and trustworthiness of the large amount of information and data exchanged which required protection and privacy. us, they require sophisticated VANET algorithm which can provide trustworthy communication between V2V and V2I and also protect their vehicles ID and location privacy. 
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